Authoritative Restore



How to Restore Individual Organizational Units
and User Accounts AFTER They've Been Deleted

*The Two Types of Restorations

— Use Windows Server Backup to do a Non-
Authoritative Restoration

— Use NTDSUTIL and WBADMIN to do an
Authoritative Restoration



Things are going well, until on a Tuesday morning the entire New York
Ops department can no longer log in. When you go to see what's
happening, you notice that the New York Ops QU is...gone. Aced, no

trace, nada, not there, here or anywhere,

When you check your Security log, you see that the account B5amsan,
an account belanging to ane of your new IT staff who had been given

Account Operator permissions, successtully deleted the entire QU last
night at 1AM, Brack dic not repart in this morning due to the fact that
he's in police custody for Yahem® other chemically-related issues.,



B e N o B R —

There are two options for doing restoration of an
ou: ‘Genera | Managed By Obssct | Securmy | COM |

Canonical name of object:
In lnbomantics.com/MewYorkOU/NYUsers/Ops

- Non-Authoritative Restore: Most often done
using Windows Server Backup, you can
restore the entire Domain Controller. Objectciass:  Organizational Unt

— Authoritative Restore: Using WBADMIN and i CUEHEE AR
: L2008 3:58:14 PM

NTDSUTIL, you can restore an OU, an
individual User Account, or any other AD
Object after doing a System State Restore
and mark it as Authoritative.

What makes a Restore “Authoritative?”

[ Protect object from accidental daletion

— TheUpdate Sequence Number in the AD
Database isincreased by 10,000 so other

Domain Controllers know that the restoygéd
nhiert ic the mnst recant




* Ta run a2 nen-authoritative restore, [ust goto Windows Server Backup and cllck

Recover. Lse the most recent hackup file set that was created hefore the deletion,
You're done (sort of-ycu may have problems with this type of restore).

* To run an authoritative restore:
1. Restartthe DCintc Domain Recovery Mode (hit F8 on the keyboard during
reboot to getthis apticn)
2. Loginwith ./Adminlstrater and the Domaln Recovery Mode password you
set Upwhen you installed Active Directory

3. Typewhadmin getverslons —backuptarget backuplocation, where
backuplocationis the locationwhere your back up files live

4. Figure out which version you want to restare.

5. Typewbadmin start systemstaterecovery —version:ID—backuptarget
backuplocation

5. Aftertherestore type ntdsutll actlvata Instance NTDS
7. Typeauthorltative restore toget Intothe right NTDSUTIL Contaxt

8, Typarestoreoblect "distinguishedWome” fora single account or restora
subtree “diztingulshedlame” Ifyeu're restoring an entlr2 QU.

3. Rebootnermally.



